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1 Introduction

Thank you for purchasing NetBox Wireless Router from NetModule. This chapter gives you an introduction to
NetBox Wireless Router. The following chapters describe the installation and the configuration.

1.1 Safety Instructions

The NetBox Wireless Router must be used in compliance with any and all applicable international and na-
tional laws and in compliance with any special restrictions regulating the utilization of the communication
module in prescribed applications and environments.

To prevent possible injury to health and damage to appliances and to ensure that all the relevant provisions
have been complied with, use only the original accessories. Unauthorized modifications or utilization of ac-
cessories that have not been approved may result in the termination of the validity of the guarantee.

The NetBox Wireless Routers must not be opened. Only the replacement of the SIM card is permitted.

Voltage at all connectors of the communication module is limited to SELV (Safety Extra Low Voltage) and
must not be exceeded.

For use with certified (CSA or equivalent) power supply, which must have a limited and SELV circuit output.
The NetBox is designed for indoor use only. Do not expose the communication module to extreme ambient
conditions. Protect the communication module against dust, moisture and high temperature.

We remind the users of the duty to observe the restrictions concerning the utilization of radio devices at pet-
rol stations, in chemical plants or in the course of blasting works in which explosives are used. Switch off the
communication module when traveling by plane.

When using the communication module in close proximity of personal medical devices, such as cardiac
pacemakers or hearing aids, you must proceed with heightened caution.

If it is in the proximity of TV sets, radio receivers and personal computers, NetBox Wireless Router may
cause interference.

It is recommended that you should create an approximate copy or backup of all the important settings that
are stored in the memory of the device.

You must not work at the antenna installation during a lightning.

Always keep a distance bigger than 40cm from the antenna in order to reduce your exposure to electromag-
netic fields below the legal limits. This distance applies to Lambda/4 and Lambda/2 antennas. Bigger dis-
tances apply for antennas with higher gain.

Adhere to the instructions documented in this useréos
User Manual NetBox Wireless Router 5/99
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Declaration of Conformity

1.2
( ‘ NetModule declares that under our own responsability the products NetBox Wireless

Routers comply with the relevant standards following the provisions of the Council Di-
rective 1999/5/EC. The signed Declarations of Conformity can be found under the fol-
lowing addresses:

NB1310:
http://www.netmodule.com/store/products/nb1310 conformity declaration e.pdf

NB2210:
http://www.netmodule.com/store/products/nb2210 conformity declaration e.pdf

NB2500:
http://www.netmodule.com/store/products/nb2500 conformity declaration e.pdf

NB2240 and NB2241:
http://www.netmodule.com/store/products/nb224x_conformity declaration e.pdf

NB2340 and NB2341:
http://www.netmodule.com/store/products/nb234x _conformity declaration e.pdf

NB2541:
http://www.netmodule.com/store/products/nb254x conformity declaration e.pdf

1.3 Waste Disposal

In accordance with the requirements of the counsil directive 2002/96/EC on Waste
Electronical and Electronic Equipment (WEEE), ensure that at end-of-life you separate
this product from other waste and scrap and deliver it to the WEEE collection system
in your country for recycling.

1.4 National Restrictions

This product may be used in all EU countries (and other countries following the EU directive 1999/5/EC)
without any limitation except for the countries mentioned below:

141 France

In case the product is used outdoors, the output power is restricted in some parts of the band. See the table
below or check http://www.art-telecom.fr/ for more details.

Frequency Range Power (EIRP) Restrictions

(MHz)

2400.0-2454 100 mW (20 dBm) | Only for indoor applications

245471 2483.5 10 mW (10 dBm) | |f used outdoors

5470-5725 Relevant+ provisions for the implementation of DFS mecha-
nism described in ETSI standard EN 301 893 VV1.3.1 and sub-
sequent versions

1.4.2 Italy

This product meets the National Radio Interface and the requirements specified in the National Frequency

Al l ocation Table for Iltaly. Unl ess oper atheiusegfthigi t hi n
Wireless LAN product r eq u Pleasescheak wihgepn/ewwecdmuracaziohi./foi z at i on 0 .
more details.
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1.4.3 Latvia

The outdoor usage of the 2.4-GHz band requires an authorization from the Electronic Communications
Office. Please check http://www.esd.lv for more details.

1.4.4 Luxemburg

General authorization required for network and service supply.

145 Norway

Frequency Range Restrictions
2400.0-2483.5 MHz | This subsection does not apply for the geographical area within a

(WLAN b/g) radius of 20 km from the centre of Ny-Alesund

1.4.6 Russian Federation

Frequency Range Power (EIRP) Restrictions

(MHz)

2400.0-2483.5 100 mW (20 dBm) | Only for indoor applications

5150-5250 100mW (20dBm) | per mi tt ed to use tsnl glosédandustiiah ¢

and warehouse areas, and on board aircraft

5250-5350 100 mW (20 dBm) | 1. Permitted to use for local networks of aircraft crew service
communications on board aircraft in area of the airport and at
all stages of flight.

2. Permitted to use for public wireless access local networks
on board aircraft during a flight at the altitude not less than
3000 m

5650-5825 100 mW (20 dBm) | Permitted to use on board aircraft during a flight at the altitude
not less than 3000 m

1.4.7 Turkey

Frequency Range Restriction

5470-5725 MHz Not implemented
User Manual NetBox Wireless Router 7/99
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1.5 The NetBox Family

The handling of the different NetBox models is very similar. All models run NetBox Software which adapts
itself to the NetBox Hardware. The software will not allow you to configure options the hardware does not of-

fer (e.g. GPS or Digital 1/0). The below table shows the hardware varieties:

-
-~

NB1310 NB2210 NB2500
2G /3G \% 2G optional
WLAN optional - optional
SIM card sockets 1 1 2
Ethernet ports 1 1 4
Serial ports - 1 1
GPS receiver optional - optional
Digital inputs / outputs - 2/2 -

Table 1: NetBox Model Overview

The NB2500 is the successor of the earlier models NB2240, NB2241, NB2340, NB2341 and NB2541. What
is said about the NB2500 in general also applies for its predecessors. The main difference is that NB2500
realizes the optional features by a software licensing mechanism where as the earlier models were shipped

as different hardware.

User Manual NetBox Wireless Router
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1.6 Product Description NB1310

The following table describes the NB1310 interfaces and status indicators:

Label Color  State Function
Reset - - Restart: press this button during run-time
Factory reset: press and hold this button for at least 3 seconds during
run-time.
Mobile Status green | on A solid light indicates a connected GSM or UMTS network
green | plinking | The device is trying to register to a GSM or UMTS network
Ethernet - - Ethernet port
For power injection see A.1.1 on page 97
Ethernet Status | green | on A solid light indicates a connected Ethernet link.
flashing | A flashing light indicates Ethernet activity.
SIM - - SIM socket for the SIM card.
Power Status green | on The device is ready
off The device is not powered and/or does not start up
Power - - Voltage feed connector (9-21 VDC)
Polarity:
For power injection via Ethernet see A.1.1 on page 97
UMTS MAIN - - SMA female connector for GSM/UMTS antenna
GPS - - SMA female connector for GPS antenna
WLAN MAIN - - SMA female connector for WLAN antenna 1
WLAN AUX - - SMA female connector for WLAN antenna 2 (for antenna diversity)

User Manual NetBox Wireless Router

4-Jan-10
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1.7

Table 2: The NB1310 interfaces and status indicators

Product Description NB2210

ouT?2
ouT1

N
N

Power/RST

+1

4+

ANT

R

]
oo ]

The following table describes the meaning of the status indicators:

Panel Label (670] [o] S| F-11] Function
Front Power green | blinking This indicates one of the following conditions:
slowly e the device is starting up
e loading a new configuration
o factory reset initiated by Web Manager
on The device is ready
off The device is not powered and/or does not start up
blinking Restart triggered by watchdog
fastly
Front Signal green | on 1 LED on: weak signal
Strength 2 LEDs on: medium signal
3 LEDs on: strong signal
4 LEDs on: very strong signal
off No or insufficient signal
running Software update
Front GSM green | on Mobile connection is being established
on Mobile connection is up
off Mobile connection is down
Front IN1 green | on Input set
IN2 off Input not set
Front OuUT1 green | on Output on
ouT2 off Output off
Bottom | Link green | on Physical link
off No physical link
Bottom | Activity orange | on Data transmission
off Not data transmission

Table 3: NB2210 status indicators

User Manual NetBox Wireless Router
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Please find the description of each interface in the following table:
Panel Label Component Description
Top RST Restart: press this button when the status LED is on

Factory reset: press and hold this button for at least 5 seconds.
Top Power Voltage feed connector (9-28 VDC)
Top IN1 Digital inputs

IN2 2 optoisolated digital inputs. Please consider the polarity.
Top OuT1 Digital outputs
ouT2 2 relay outputs

Bottom ETH Ethernet port

The default IP address is set to 192.168.1.1.
Bottom COM RS232, Sub-D 9 port

The factory default is 115200 Baud, 8 Data Bits, no parity, 1 Stop Bit.
Bottom SIM1 SIM socket
Right ANT GSM antenna connector

Impedance: 50 Ohm

Connector: SMA female

Table 4: NB2210 Physical interfaces

User Manual NetBox Wireless Router 11/99
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1.8

Product Description NB2500

The front panel has 10 status indicators. In addition there are two SIM card slots and a reset button at the
front panel.

@]
NB2500

., NetBox Wireless Router

SIM 1
SIM 2

@

If available on the specific model

The following table describes the components on the front panel:

Panel Label Color  State Function
Front | Power green on The device is powered
off Power is missing
Front | Status green blinking slowly This indicates one of the following conditions:
e the device is starting up
e loading a new configuration
e factory reset initiated by Web Manager
on The device is ready
blinking fastly Restart triggered by watchdog
off The device does not start up
Front Signal green on 1 LED on: weak signal
Strength 2 LEDs on: medium signal
3 LEDs on: strong signal
4 LEDs on: very strong signal
off No or insufficient signal
running Software update
Front | Mobile green blinking slowly Mobile connection is being established
(UMTS/ on Mobile network connection is up
GSM) off Mobile network connection is down
Front | WLAN green blinking slowly Mobile connection is being established
on WLAN connection is up
off WLAN connection is down
Front | VPN green on VPN connection is up
off VPN connection is down
Front | GPS green on Service is enabled and valid GPS data is received and trans-
mitted
off No GPS data transmitted (not available or service disabled)
Front Reset - - Restart: press this button when the status LED is on
Factory reset: press and hold this button for at least 5 seconds.
Front SIM1 - - SIM socket 1
Front SIM 2 - - SIM socket 2

Table 5: NB2500 components on the front panel

User Manual NetBox Wireless Router
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The back panel has the interfaces described in the table below:

WEEE

Ethernet Port 1 Ethermat Port 7 Sower
Link/ X 332X
m/loo Am«y tq 100 Activity  10/100 Act Activity 3 5 ¢ am

0 5
T If available on the specific model =~~~
Panel Label Color State Function
Back | GPS Antenna - - GPS antenna connector
Impedance: 50 Ohm
Connector: SMA female
Support for passive GPS antennas only
Back | UMTS/GSM - - UMTS / GSM antenna connector
Antenna Impedance: 50 Ohm
Connector: SMA female
Back | COM - - RJ45 port (Sub-D 9 on earlier models)
RS232 (default) or RS485 (configurable)
Back | Ethernet Ports - - 4 port Ethernet switch
The default IP address is set to 192.168.1.1.
Back | Power - - Voltage feed connector (9-32 VDC)
Back | Link/Activity green | on Physical link
(Ethernet Ports) off No physical link
flashing | Data transmission
Back | Speed 10/100 green | on Data rate 100 MBit/s
(Ethernet Ports) off Data rate 10 MBit/s
Table 6: NB2500 components on the back panel
User Manual NetBox Wireless Router 13/99
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1.9 NetBox Software

All NetBox Wireless Routers run NetBox Software (NBSW). NetBox Software offers the following key fea-
tures:

Interfaces and Connection Management (section 3.1.3 Interfaces)
e Dial-out (on demand, permanent)

Connection Monitoring

Fallback to backup profile or SIM

SIM and PIN management

Automatic or manual network selection

Routing (section 3.1.4 Routing)
e Static Routing
e NAPT / Port Forwarding

Security / Firewall (section Firewall)
e NAPT / Port Forwarding
e Access Control
e Stateful Inspection Firewall

Virtual Private Networking (VPN) (section 3.1.6 VPN)
OpenVPN Client

PPTP Server

IPsec Peer

Dial-in Server

Services (section 3.1.7 Services)
e COM Server (Tunneling of the serial line over IP)
Modbus-RTU to Modbus-TCP Gateway
DHCP Server
DNS Proxy Server
Dynamic DNS Client
E-mail Client
Noatification via E-mail und SMS
SMS Client
SSH Server
SNMP Agent
Telnet Server
Unstructured Supplementary Service Data (USSD)
Web Server
GPS Daemon

System Administration (section 3.1.8 System)

Configuration via Web Manager

Configuration via Command Line Interface (CLI) accessible via Secure Shell (SSH) and telnet
Batch configuration with text files

User admnistration

Troubleshooting tools

Over the air software update

User Manual NetBox Wireless Router 14/99
4-Jan-10
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1.10 NetBox Application Overview
NetBox is an access router for mobile telecom networks.NetBox can hook up a whole local area network to
the mobile telecom network. Certainly NetBox can also be used to attach a single device.

1.10.1 Mobile Internet Access

NetBox can be used for mobile Internet access. Supported services include:

e Universal Mobile Telecommunications System (UMTS), High Speed Packet Access (HSPA) includ-
ing HSDPA and HSUPA

e General Packet Radio Service (GPRS), Enhanced Data rates for GSM Evolution (EDGE)
e Circuit Switched Data (CSD)

1.10.2 Access to a Remote Network

NetBox can be used to access a remote network. Possible setups are
e Access via public IP address
e Access via NetBox initiated VPN

e Access via CSD Dial-in

1.10.3 Virtual Private Networks (VPN)

NetBox supports various types of VPN technologies. The following components are included:
e OpenVPN client
e IPsec initiator
e PPTP server

e Dial-in server

User Manual NetBox Wireless Router 15/99
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2 Installation

2.1 Environmental Conditions
The following precaution must be taken before installing NetBox:

e Avoid direct solar radiation.

e Protect the device from humidity, steam and aggressive fluids
e Grant sufficient circulation of air around NetBox.

e For indoor use only

e Temperature range NB2500: -20 °C to +65 °C

e Temperature range NB1310 and NB2210: 0 °C to +55 °C

e Humidity: 0 to 95% (non condensing)

e Altitude up to 4000m

e Mains Voltage Ripple less than £10% of the nominal voltage
e Overvoltage Category: Il

e Pollution Degree: 2

2.2 Installation of the Router

NetBox is designed for mounting to a panel using through holes or to be put on a worktop. Please consider
the safety instructions (chapter 1.1) and the environmental conditions (chapter 2.1).

2.2.1 Installation of the SIM Card(s)

The router incorporates two separate SIM card sockets so that if your application demands it, you may install
SIM cards for two different networks. If you only use one SIM card insert it in SIM socket 1. Make sure the
SIM is suitable for data transmission.

222 Installation of the UMTS/GSM Antenna

NetBox Wireless Routers will only operate reliably over the GSM network if there is a good signal. For many
applications the flexible stub antenna provided will be suitable but in some circumstances it may be neces-
sary to use a remote antenna with an extended cable to allow the antenna itself to be positioned to provide
the best possible signal reception. NetModule can supply a range of suitable antennas.

Consider the effects caused by Faraday cages such as large metal surfaces (elevators, machine housings,
etc.), close meshed iron constructions.

Fit the antenna or connect the antenna cable to the GSM antenna connector.

2.2.3 Installation of the GPS Antenna

Use active GPS antennas for best signal reception.

224 Installation of the Local Area Network

Up to four Ethernet devices can directly be connected to the NetBox.

2.2.5 Installation of the Power Supply

NetBox can be powered with the included power supply or another external source supplying between 9 and
32 Volts DC (9-28 Volts DC NB2210). NetBox is for use with certified (CSA or equivalent) power supply,
which must have a limited and SELV circuit output.

User Manual NetBox Wireless Router 16/99
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3 Configuration

NetBox holds different configurations, such as the factory configuration and the user configuration. The user
configuration can be modified by the user as follows:

e Using the Web Manager (chapter 3.1)
e Upload a new configuration file using the Web Manager (chapter 3.2.3)

e Using the NetBox Command Line Interface (chapter 3.2)

If you are new to NetBox we recommend configuring it using the NetBox Web Manager. For batch configura-
tion upload configuration files.

3.1 Configuration via the NetBox Web Manager

The NetBox Web Manager can always be reached via the Ethernet interface. After the successful setup the
Web Manager can also be accessed via the mobile interface. Any web browser supporting javascript may be
used. By default the IP address of the Ethernet interface is 192.168.1.1, the webserver runs on port 80.

The minimum configuration steps usually include:
1. defining the admin password
2. entering the PIN code for the SIM card
3. configuring the Access Point Name (APN)
4. start the mobile connection

Step Description
1. Please connect the Ethernet interfaces of your computer and the NetBox.

2 If not yet enabled, please enable the Dynamic Host Configuration Protocol (DHCP) so that
) your computer can lease an IP address from NetBox. Wait a moment until your PC has re-
ceived the parameters (IP address, subnet mask, default gateway, DNS server).

How to do using Windows XP:
Start > Connect To > Show all connections > Local Area Connection > Right Click > Proper-
ties > Internet Protocol (TCP/IP) > Properties > Obtain an IP address automatically.

Alternative:
Instead of using the DHCP, configure a static IP address on your PC (e.g. 192.168.1.10) so
that it is operating in the same subnet as the NetBox.

The factory default IP address is 192.168.1.1 The default subnet mask is 255.255.255.0.

3. Start a Web Browser on your PC.
Type the NetBox IP address in the address bar: http://192.168.1.1
4 Follow the instructions of the Web Manager to configure the device.
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3.1.1 Initial Access to the Web Manager and Password Definition

") Hetfiox Web Manager - Mozilla Firefox
Dot Bearbeken gnsicht  Cheonk  Lesaceichen Exras  Wife

G = C 5 i 2 b6 . | fnetboflogn pho

FieiBox Web Manager

OS]

Mm &S

Aadniin PFas st d Satap
Figase 5ol a pasewond for the admin user accound Choose somathing thal is both easy i remembar and a srong

pPasswnig Jth &3 one thal corgaing nambers, 1eNefs and puncius

Thie passswnnd shall hava & minirmgen beagin of araciers. B shall conkain & minimarn of J nipmbars & 4 lefers

HEZAQ1 FatBa= ®inleay Aol
Heltnn Gl

20042000, Malllodula &G

PFartig
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3.1.2 Home

) NetBox Web Manager - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chronik

o -c

|j MNetBox Web Manager

et 37
Module

NE2541 NetBox Wireless Router
MNetBox Sofbware 3.3.2 2256
@ 20042009, Nettodule A5

Fertig

Lesezeichen

Extras  Hilfe

G LT hetpef192.168.1.1 netbaxfindex. php

HOME INTERFACES ROUTING FIREWALL VPN

Connection Summary

Description Administrat
Maobile Dial-out

WLAMN Dial-out

disabled
disabled
OpenyPH disahled
IPsec disabled
PPTF Diakin

Maobile Dial-in

disabled

enahled

Mobhile Connection Details

Description

Signal strength
Service type

Speed downlinkfiuplink

Data downloadediuploaded since nfa

WLAN Connection Details

Description
Signal strength (BSSI0Y
Speed downlinkfiuplink

Data downloadediuploaded since nfa

SERVICES SYSTEM

dowen
dowen
dowen
dowen
no active connection

no active connection

=77 dBm {good)
UMTS
0.00 bps, 0.00 bps

0.008,0.008

LOGOUT

=ignal not known or not detectable {iA)

0.00 bps, 0.00 bps

0.008,0.008

This page gives you a system overview. It helps you when initially setting up device but also functions as
dashboard during normal operation.
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3.1.3 Interfaces

In the section the physical Interfaces of NetBox are configured.

3.1.3.1 Ethernet Interface

3.1.3.1.1 Ethernet Mode

Choose whether you want to have all Ethernet ports in one LAN (default) or apply a network for every
Ethernet port.

Ethernet Mode

Mode: 1 LAN  w

3.1.3.1.2 IP Settings

Define the NetBox LAN. Usually the first address within that LAN is assigned to the router. Provide that IP
address and net mask in dot-decimal notation or use the defaults.

IP Settings

LAN 1 (Port 1) LAN 2 (Port 2 LAN 3 (Port 3) LAN 4 (Part 4)
IF address: [192.168.1.1 |
Subnet mask: 255,255 2550 |

Depending on the Ethernet mode chosen above one network or four networks can be defined. The factory
defaults are as follows:

1 LAN mode

Ports Network NetBox IP Address
Port1,2, 3,4 192.168.1.0/24 192.168.1.1

4 LAN mode

Ports Network NetBox IP Address
Port1 192.168.1.0/24 192.168.1.1

Port 2 192.168.2.0/24 192.168.2.1

Port 3 192.168.3.0/24 192.168.3.1

Port 4 192.168.4.0/24 192.168.4.1
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3.1.3.1.3 Links Settings
For every Ethernet port the link negotiation can be set. In most cases auto negotiation will work.

Link Settings
Megatiation made part 1: | Auto-negatiation v |
Negatiation mode port 2: | Auto-negatiation v |
Megotiation mode port 3: | Auto-negotiation v
Megotiation mode port 4: | Auto-negotiation v

Link Status

Link status port 1: up

Link status port 2: Ao

Link status port 3: down

Link status port 4: down
User Manual NetBox Wireless Router 21/99
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3.1.3.2 Mobile Interface

3.1.3.21 Administration

After the configuration (e.g. setting the APN), the mobile connection is enabled here. We recommend to use
the6per manent d option. The
soon as the connection is up. See the troubleshooting section and log files if the connection does not come

up.

Administrative Connection Status

Administrative connection status:

Fedial attermpts:

Dial on demand idle timeout:

Application area:

Sernice type:

Cperational Connection Status

Cperational connection status;
IF address

Subnet mask

Parameter

UMTS/ GSM LED

{:}enahled, permanent
{:}enahled, dial on dermand

® disabled

O endless

® numbered |2 |
|1 |{minutea}

& maobile

Datatinnaw

LTS first |

no active connection

0.0.0.0

0.0.0.0

S

bl

nking

Administrative connection status:

Description
This can be permanent, dial on demand or disabled. The on demand method
waits for traffic coming from the LAN going to the WAN.

The permanent method keeps up the mobile interface. In case of link loss the
connection is reestablished.

Redial attempts:

Number of redialing attempts before switching to the next profile.

Dial on demand idle timeout:

Time in minutes after that an idle connection will be disconnected when work-
with 6di al on demand?®d

ing

Opeartional connection status:

Shows whether a connection is up or not.

Application area:

Choose mobile if NetBox is driving around. For stationary installation choose
6stationaryo.

Service type:

The preferred service type can be set here.

IP address:

IP address on mobile interface (ppp0) assigned by PPP server

Subnet mask:

Subnet mask on mobile interface (ppp0) assigned by PPP server
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4-Jan-10
manual_netbox_e

22/99

durii

n



net
Module

3.1.3.2.2 Configuration

Profile and Fallback Management

You do not know these settings? Load them from our database.

Parameter

SiM used:

Fhone nurmhbet:

izer name:

Fassword:

Access point name:
Authentication method:
Call to ISDM:

IF header compression:
Software compression:

FFF OMS query:

Enable specific client IP address:

Specific client IF address:

Frofile switch condition:

Parameter

=g =g
| |
| |
| |

OO0
OO0

O &
O &

| Mewer V| | Mewer V|

SIM used:

Description
Specify the SIM card that shall be used for this profile.

Phone number:

Set the phone number that is to dial. This should be *99***1# for packet ser-
vices (GPRS/UMTS). For ISDN and CSD connections use the phone number
to dial.

User Name: User name
(get this information from mobile operator, can be void)
Password: Password

(get this information from mobile operator, can be void)

Access point name:

Access Point Name
(get this information from mobile operator or from our APN database)

Authentication method:

Use Challenge Handshake Authentication Protocol (CHAP) or Password Au-
thentication Protocol (PAP)

Call to ISDN:

Ckeck this, if the connection is made to an ISDN modem.

IP Header Compression:

Enable or disable Van Jacobson TCP/IP Header Compression for PPP. In or-
der to benefit of this features the mobile operator must support it.

Software Compression:

Enable or disable PPP data compression. In order to benefit of this features the
mobile operator must support it.

PPP DNS query:

Specifies whether a DNS request to the provider is made or not

Enable Specific Client IP Address:

Enable or disable fixed IP address on the mobile interface

Specific Client IP Address:

Specify a fixed client IP address on the mobile interface.

Profile switch condition:

Specifies the condition for a profile switch to the other profile.

User Manual NetBox Wireless Router
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3.1.3.2.3 Maximum Segment Size (MSS)

Maximum Segment Size (MSS)

mMSS adjustment: O enabled
® disabled
Maximum segment size: |138E|

The maximum segment size (MSS) is the largest amount of data, specified in bytes, that a computer or
communications device can handle in a single, unfragmented piece. For optimum communications, the num-

ber of bytes in the data segment and the headers must not add up to more than the number of bytes in the
maximum transmission unit (MTU).

Parameter Description

MSS adjustment: The maximum segment size (MSS) for the mobile interface
User Manual NetBox Wireless Router 24/99
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3.1.3.3  WLAN (NB2541 only)

3.1.3.3.1  WLAN Administration
WLAN is enabled or disabled on this page.

Administrative Connection Status

Adrministrative connection status: ) enahled
® dizahled

Operational Connection Status

Dperational connection status: no active connection
P address n.0.00
Subnet mask n.0.00

3.1.3.3.2  WLAN Configuration

Currently the WLAN interface can be operated as wlan client only. In this mode it is designed to provide an
alternative link to the mobile interface. Between the two, the WLAN interface has the higher priority, if en-

abled.

WLAN Configuration

Operation mode: |Client V|

MNetwork name (SSID); | |
Authentication mode: | NONE v |

Switch over Configuration

Link priotity: |F"referWLAN over Mohile V|

Switch signal strength threshold: ||:| ||:|:|Elrn]|
Switch time-in: o |(zeconds)
Switch time-out: ||;| |(secnnd5}
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3.1.34 SIM1

3.1.34.1 SIM and PIN Information

SIM Information

Sih state: SIM missing
Phone number: i
Murnber of tries leff: hia

FIM code: | |
FIMN protection: ) enahbled

® disabled

ShS center number: enter gateway..

*multiple tries to enable PIM protection with 2 wrong code results in blocking the SIM card. Mote that PIM operations
may take awwhile.

[ Apply ” Recheck

This section lets you store the PIN code. With the correct PIN code deposited you will be able to enable or
disable PIN protection.

NetBox can only read SIM cards if the correct PIN code is provided or if PIN protection is disabled. It is not
recommended to disable PIN protection since a SIM card thief could misuse an unprotected SIM.

PIN code: The PIN code for the SIM card
PIN protection: Enable or disable PIN protection
SMS center number: Number of Short Message Service Centers (SMSCs) for sending Mobile Originating

(MO) SMS messages
Contact your mobile operator or search the Internet if you do not know the number.
A listis found here: http://umtslink.at/sms/smsc_rufnummern.htm

3.1.34.2 Network Selection

Hetwork Selection

Registration status: nia

Laocation area code: nia

Current network: nia

Metwark selection: autormatic
manual

Apply Scan networks ... ]

Parameter Description

Network selection: Choose automatic or manual provider network selection.
For manual selection, please specify the provider.
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3.1.35 SIM 2 (not available on NB2210)

3.1.35.1 SIM and PIN Information

SIM Information

S state: nfa

Fhone number:; nfa
Hlumber of tries left: nfa

PIM code:; | |
FIM protection: Jenabled

& dizabled

SMS center number: enter gateway...

*hultiple tries to enable PIM protection with & wrong code results in blocking the SIM card. Mote that PIN operations
may take awhile.

[ Apply ” Recheck

This section lets you store the PIN code. With the correct PIN code deposited you will be able to enable or
disable PIN protection.

NetBox can only read SIM cards if the correct PIN code is provided or if PIN protection is disabled. It is not
recommended to disable PIN protection since a SIM card thief could misuse an unprotected SIM.

PIN code: The PIN code for the SIM card
PIN protection: Enable or disable PIN protection
SMS center number: Number of Short Message Service Centers (SMSCs) for sending Mobile Originating

(MO) SMS messages
Contact your mobile operator or search the Internet if you do not know the number.
A listis found here: http://lumtslink.at/sms/smsc_rufnummern.htm

3.1.35.2 Network Selection

Network Selection

Registration status: nfa

Location area code: (1]

Current network: hia

Metwork selection: autornatic
rmanual

Apply Scan networks.. ]

Parameter Description

Network selection: Choose automatic or manual provider network selection.
For manual selection, please specify the provider e.g. in areas close to the borders.
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3.1.3.6 COM Port

COM Port Settings

Phwsical protacol:
Baud rate:

Drata hits:

Farity:

Stop hits:

Software flow contral;

Hardware flove cantrol:

|R5232 v |
1115200 v
|8 data bits v
|N|:|ne V|
|1 stop hit V|
|N|:|ne V|
|N|:|ne V|

Parameter
Physical protocol:

Description
RS232 or RS485. Consider the pin assignments on page 98.

Baud rate: This property specifies the baud rate of the COM port

Data bits: This property specifies the number of data bits contained in each frame.

Parity: This property specifies the parity used with every frame that is transmitted or re-
ceived.

Stop bits: This property specifies the number of stop bits used to indicate the end of a frame.

Software support In XON/XOFF software flow control, either end can send a stop (XOFF) or start

(XON) character to the other end to control the rate of incoming data.

Hardware flow control

In RTS/CTS hardware flow control, the computer and the modem use the RTS and
CTS lines respectively to control the flow of data

User Manual NetBox Wireless Router
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3.1.3.7 Digital /0 (NB2210 only)

The digital inputs and outputs can be monitored and controlled via the Web Manager or by software. See
section 4.2 (Digital I/O Server (NB2210))forhow t o contr ol t.he |/ Ob6s by softw

Administration
Input 1 status: off
Input 2 status: off

Cutput 1 status: an
Cutput 2 status: an

Configuration
Keepvalues after restart:
Dutput 1 after restart: an
off
Qutput 2 after restart: an
off
TCF server port: 2158
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3.14 Routing

Static Routes

192.168.1.0 2652455 2550 0.0.0.0 LAM 1 0 noo yes
[Net v | | | | | LNt v

Rermove

Static routing is the term used to refer to a manual method that is used to set up routing between networks.
Static routing has the advantage of being predictable and simple to set up.

This section lists the routing table and lets the user add and delete routes.

Select To enter networkroutes el ect @A Net 0.
To enter a route to a host select HAHC
Destination the destination network or host. You can provide IP addresses in dotted decimal

or host/network names.

Mask The network's IP address together with its address mask defines a range of IP
addresses. For IP subnets, the address mask is referred to as the subnet mask.
For host routes, the mask is "all ones" (in dotted decimal 255.255.255.255).

Gateway Next hop (gateway); the next router which knows how to reach the destination

Interface Identity of network interface through which a packet will be sent to reach the
gateway.

Metric The 'distance’ to the target (usually counted in hops). It is not used by recent
kernels, but may be needed by routing daemons.

Persistent Displays whether a particular route is persistent or not.

Active Displays whether a particular route is active or not.
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3.1.5 Firewall

3.1.5.1 Access Control

3.151.1 Access Control for Local Host

The access from the WAN interface to NetBox itself and its local applications can be managed using this fil-
ter.
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